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Foreword from the Publisher

Wiley’s publishing vision for the Microsoft Official Academic Course series is to provide
students and instructors with the skills and knowledge they need to use Microsoft technology
effectively in all aspects of their personal and professional lives. Quality instruction is required
to help both educators and students get the most from Microsoft’s software tools and to
become more productive. Thus, our mission is to make our instructional programs trusted
educational companions for life.

To accomplish this mission, Wiley and Microsoft have partnered to develop the highest-
quality educational programs for information workers, I'T professionals, and developers.
Materials created by this partnership carry the brand name “Microsoft Official Academic
Course,” assuring instructors and students alike that the content of these textbooks is fully
endorsed by Microsoft, and that they provide the highest-quality information and instruction
on Microsoft products. The Microsoft Official Academic Course textbooks are “Official” in
still one more way—they are the officially sanctioned courseware for Microsoft IT Academy
members.

The Microsoft Official Academic Course series focuses on workforce development. These
programs are aimed at those students seeking to enter the workforce, change jobs, or embark
on new careers as information workers, IT professionals, and developers. Microsoft Official
Academic Course programs address their needs by emphasizing authentic workplace scenarios
with an abundance of projects, exercises, cases, and assessments.

The Microsoft Official Academic Courses are mapped to Microsoft’s extensive research and
job-task analysis, the same research and analysis used to create the Microsoft Certified
Solutions Associate (MCSA) exam. The textbooks focus on real skills for real jobs. As students
work through the projects and exercises in the textbooks and labs, they enhance their level of
knowledge and their ability to apply the latest Microsoft technology to everyday tasks. These
students also gain resume-building credentials that can assist them in finding a job, keeping
their current job, or in furthering their education.

The concept of life-long learning is today an utmost necessity. Job roles, and even whole job
categories, are changing so quickly that none of us can stay competitive and productive
without continuously updating our skills and capabilities. The Microsoft Official Academic
Course offerings, and their focus on Microsoft certification exam preparation, provide a
means for people to acquire and effectively update their skills and knowledge. Wiley supports
students in this endeavor through the development and distribution of these courses as
Microsoft’s official academic publisher.

Today educational publishing requires attention to providing quality print and robust
electronic content. By integrating Microsoft Official Academic Course products, MOAC Labs
Online, and Microsoft certifications, we are better able to deliver efficient learning solutions
for students and teachers alike.

Joseph Heider

General Manager and Senior Vice President
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Preface

Welcome to the Microsoft Official Academic Course (MOAC) program for becoming a
Microsoft Certified Solutions Associate for Windows 8. MOAC represents the collaboration
between Microsoft Learning and John Wiley & Sons, Inc. Microsoft and Wiley teamed up to
produce a series of textbooks that deliver compelling and innovative teaching solutions to
instructors and superior learning experiences for students. Infused and informed by in-depth
knowledge from the creators of Windows 8, and crafted by a publisher known worldwide for
the pedagogical quality of its products, these textbooks maximize skills transfer in minimum
time. Students are challenged to reach their potential by using their new technical skills as
highly productive members of the workforce.

Because this knowledgebase comes directly from Microsoft, architect of Windows 8 and
creator of the Microsoft Certified Solutions Associate exams, you are sure to receive the
topical coverage that is most relevant to students’ personal and professional success.
Microsoft’s direct participation not only assures you that MOAC textbook content is accurate
and current; it also means that students will receive the best instruction possible to enable
their success on certification exams and in the workplace.

= The Microsoft Official Academic Course Program

The Microsoft Official Academic Course series is a complete program for instructors and
institutions to prepare and deliver great courses on Microsoft software technologies. With
MOAC, we recognize that because of the rapid pace of change in the technology and curriculum
developed by Microsoft, there is an ongoing set of needs beyond classroom instruction tools for
an instructor to be ready to teach the course. The MOAC program endeavors to provide
solutions for all these needs in a systematic manner in order to ensure a successful and rewarding
course experience for both instructor and student—including technical and curriculum training
for instructor readiness with new software releases; the software itself for student use at home for
building hands-on skills, assessment, and validation of skill development; and a great set of tools
for delivering instruction in the classroom and lab. All are important to the smooth delivery of
an interesting course on Microsoft software, and all are provided with the MOAC program. We
think about the model below as a gauge for ensuring that we completely support you in your
goal of teaching a great course. As you evaluate your instructional materials options, you may
wish to use the model for comparison purposes with available products.

www.wiley.com/college/microsoft or
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Illustrated Book Tour

= Textbook Organization

This textbook is organized in sixteen lessons, with each lesson corresponding to a particular
exam objective for the 70-688 Managing and Maintaining Windows 8 exam. This MOAC
textbook covers all the learning objectives for the 70-688 certification exam, which is the
second of two exams needed in order to obtain a Microsoft Certified Solutions Associate
(MCSA) certification. The exam objectives are highlighted throughout the textbook.

= Pedagogical Features

Many pedagogical features have been developed specifically for Microsoft Official Academic
Course programs.

Presenting the extensive procedural information and technical concepts woven throughout the
textbook raises challenges for the student and instructor alike. The Illustrated Book Tour that
follows provides a guide to the rich features contributing to Microsoft Official Academic
Course program’s pedagogical plan. Following is a list of key features in each lesson designed
to prepare students for success on the certification exams and in the workplace:

* Each lesson begins with an overview of the skills covered in the lesson. More than a standard
list of learning objectives, the overview correlates skills to the certification exam objective.

e Illustrations: Screen images provide visual feedback as students work through the
exercises. The images reinforce key concepts, provide visual clues about the steps, and
allow students to check their progress.

* Key Terms: Important technical vocabulary is listed at the beginning of the lesson. When
these terms are used later in the lesson, they appear in bold italic type and are defined.

* Engaging point-of-use reader aids, located throughout the lessons, tell students why this
topic is relevant (7he Bottom Line), provide students with helpful hints (Zake Note), or
show cross-references to where content is covered in greater detail (X Ref). Reader aids
also provide additional relevant or background information that adds value to the lesson.

* Certification Ready features throughout the text signal students where a specific
certification objective is covered. They provide students with a chance to check their
understanding of that particular exam objective and, if necessary, review the section of
the lesson where it is covered.

* Knowledge Assessments provide lesson-ending activities that test students’ comprehension
and retention of the material taught, presented using some of the question types that
they’ll see on the certification exam.

* An important supplement to this textbook is the accompanying lab work. Labs are
available via a Lab Manual, and also by MOAC Labs Online. MOAC Labs Online
provides students with the ability to work on the actual software simply by connecting
through their Internet Explorer web browser. Either way, the labs use real-world
scenarios to help students learn workplace skills associated with managing and
maintaining Windows 8 in an enterprise environment.

www.wiley.com/college/microsoft or
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Illustrated Book Tour
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m Lesson F

eatures

LESSON

Managing Mobile
Devices

70-688 EXAM OBJECTIVE

Objective 3.2 - Manage mobile devices. This objective may umude butis ottt th ol Resoe
mobity sues;manage d remote access;

manage
Lesson HeaoiG Exam OpiecTive
Managing Mobile Access o Your Network
Exploring Exchange Active SynaMobile

Manage Microsoft Exchange Activesync

Device Polices in Exchange Server 2013 in mobile devices
Exploring Mobile Policy Settings Remote access
i Exchange Server 2013

Securing Your Communications Using SSL.

ot pten Gt Conpraton Hansgr
(SCCM) 2012 Mobile Device Managemen

Managing Mobie Device Policies

Manage mobile access

Manage mobile device policies
NEC
Secure SIM

Resolving Moty Issues Resolve mobilty isues

Using Near Field Commurication (NFC)
Using Secure SiMs
Using the Windows Phone 8 Walet

Exam Objective

Bottom Line
Reader Aid

2 (ss0
subscriber identity module
(sim)

Services (AD C5)

near feld communication
Bring Your Own Device [
)

peer-to-peer mode System Center Configuration
card emulation mode public key infrastructure (PKI) Manager (SCCM) 2012
Certification Authority (CA) readerfwriter mode. Tap and Do

Key Terms

Certification

Ready Alert

Wl Windows8  Designing a Recovery Solution | 291

4. 0n the Reset your PC screen, click Next.
5. Click Just remove my files (see Figure 12-1).
This process formats the drive; if the drive contains sensitive information, click
Fully clean the drive. It writes random patterns to each sector on the drive,
adding an additional level of protection.

Figure 12:1

Removing s

6. On the Ready to reset your PC screen, read the information and click Reset.
The computer restarts
Read and select T accept the license terms for using Windows and then click Accept.
0n the Personalize screen, drag the slider to choose 2 color scheme, type a name
for your PC, and then cl
. Click Use express settings.
0n the Sign in to your PC screen, type the e-mail address to use for your Microsoft
account in the field provided and then click N
1. Type the password for your Microsoft account and click Next
12.0n the Add security info screen, type a phone number and an altemate e-mail
address and then click Next
Your account s now crested an the Widows & computer. Wha the rset s,
you are automatically logged in and taken to the Windows 8 Start me

@

5o

Using PC Refresh

PC Refresh s alitle less intrusive than a PC Rese. I cnables you to keep your personal
data, Windows Store apps, and basic strings: drive lescer assignments (mapped drives), per-
sonalization settings, BitLcker or BitLocker To Go settings, and wireless network settings.

A PC Refiesh does not preserve your PC setings, display settings, Windows frevall settings,
or traditional desktop applications that were inscalled from a disc or a website. In the case
of traditional desktop applications, an HTML file is placed on your deskiop to assst you
with reinstaling those apps after the refresh is complete.

© rerronm A b ReFRESH
GET READY. T prform  PC Refsh g i with ol Adiisciepriigsand thn per

s
i ey fom b ol s

il fom adscorvatsteYou 1, Insert your Windows 8 nstallation media
e et e afer e rehesh Insert your Windows 8 installation med

2. Press the Windows logo key + w and then type Refresh.

I
Warning Reader Aid

38 | Lesson 2

App-V Management server Hyper- Virtual Machine sequencing
App-V Publishing server Connection System Center 2012
. malware Configuration Manager
App-V Reporting server
osoft Silve (scem)

App-V Reporting database
Server phishing attacks Windows Internet Explorer
s ‘Administration Kit
Client Hyper-v Remote Desktop Services s

‘Compatibiity Monitor tool RD Session Host Windows 1ntune
group policies RD Virtualization Host Windows SmartScreen
HyperV Manager RD Web Access

Client Hyper-V enables you o cresee and manage vireual machines (VMs) using  virtal
¥ switch. These VMs can be used to tese your applications for compatbiley with new
operating systems

Client Hyper-V; a Microsoft replacement for Windows Virtual PC, provides the same virual
tration capabiltics as Hyper-V'in Windows Server 2012, Although it docs not include all the

Usng advanced featues available on the server version, it does udlize the same interface and underlying
Objecive 1.2 technology. This fearure s disabled by default on Windows 8 Enterprie (64-bit) machines.

Although Client Hyper-V runs only on Windows 8 (64-bie) machines running the Windows §
Encprse (i) opeing sy, ¢ tabls you o 32 and G- Vs sl

ol connest 1. Hyper-V machin rnningan noer compacr,and o machins
Berwecn Client Hyper v and Hyper-V rumning on he
Using this fearure, you can build a ceselab chat runs entirely on a single computer. For exam-
ple, i you need to test an spplication's comparibilcy with several different configurations of
Windows 8, you can create a VM for each configuration. After your testing is complete you
an casily remove the VMs o export them to your production necvwrk.
To run Hyper-V, you need the following:

« Windows 8 Enterprise (64-bi0) version

A 64-bit processor that incorporates second level address translation (SLAT) technology

A minimum of 4 GB of memory (running more than one VM at a time requires mare)

© ENABLE THE HYPER-V FEATURE

GET READY. To enable the Hyper-V
Enterprise (64-bit) with Administrator W

e, o n o compucsroning Windos 8
ind perform the following e

1. Press the Windows logo key +
2. Type Features; fram the Results m click Turn Windows features on and off,
3. Click the + displayed next to the Hyper- folder
This action expands the folder to show the components included (see Figure 2-1).

www.wiley.com/college/microsoft or
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Illustrated Book Tour

128 Lesson &
Table 53
continued)
STANDARD
802.11g Supports bandwidih up to 54 Mbps; uses the 2.5 Ghz frequency; backward-compatible with
802.115; 802.11g was designed fo se the best features of both 802,116 and 802.11a;
WEP and WPA-supporte.
802,111 Improved encyption for networks using the 802.11a, 802.11b, and 802.11g standards;

introduces new encryption key protocos:Temporal Key Integiity Protocol (TKIP) and Adsanced
Enyption Standard (AES).

802.11n ly 300 Mops; uses 2.5 and 5 Gz f
streams to simutaneously transfer data by using a channel width of 40 Hz dmgneﬂ to leP\a(e
8021 rd-compatible with 802.11g;supports Wi-i Profected
Access vesion 2 \WPA 2).

802.1x

provides ey managemzm s provides o authenticaton,
Sotaston, and scouning for oo comecions.

REVIEWING ENCRYPTION PROTOCOLS
In cach of the standards, encryption is provided to protect your wircless traffc. The follow
ing s represcnsthe mos sommon enrypion prtocel ou will enconter on a wicles

e Eqsionens Priscy OWEP) v esigned o provid he ame o of
sy o o e ks, v the o, WEP b e b ey i
miting 0t b, o eond ki e D e encryption
Cheme caled RCH wih  shared ey, which & cd 0 octptand e day B
his ey docs not over dime, anyor

i £ brek the ey and th gin s ot k.

* WiiFi Protected Access (WPA) was crated 1o improve upon the encrypring and
authenticaton fetures of WEP while WPA v2 was under development. It did
his through the use of the TKIP to provide integity,the AES protocol t provide

encryption, and EAP to improve authenticaton capabiltics.

« WiFi Protected Access (WPA) v2: In 2006, WPA v2 replaced WPA. WPA v2
sequires the use of stronger encryption (3 new AES mode) and does not use TKIP,
which introduced security limitations within the WPA implementation. Using
WPA 2, the keys are changed regularly rather than staying the same, as they were
in WEP implementations. WPA is comparible with 802,113, 802.11b, 802.11¢,
and 80211,

WPA devices can operate in the following modes:

« Persomal mode: This mode wses a preshared key or password. The master key i set
o the aceess point (AP) and then all wircles clients are configured o use the ke
The maste key is then used by the clien to generate a session key that it changes on a
regular basis

+ Enterprise mode: This mode uses two sets of keys:  session key,changed each time the
e communices with he AT, and & maser ey The masteshey s shared wich all
cients connected to the AP. Both keys ae generared automatically and are changed on a
regular basis. Enterpris mode wses [EEE 802.1x and EAP

Bl Windows8  Managing Clients by Using Windows Intune | 363

degned o g spcifc e such s iy o componens of  paifi
product

+ Updates: Fixes a specific problem har addresses a noncritcal, nonsccuriy isue.

© REVIEW PRODUCT CATEGORIES AND CLASSIFICATIONS

(GET READY. To review products and classificarions, perform the following steps:

1. Log in to the Windows Intune Administrator console at https://admin.manage.
microsoft.com.

2. Tn the left pane, click Administration
3. Click Updates (see Figure 14-9),

Figure 14-9

Revieuing product categories

ind update dassications

4. Review the product categories that you can filter on, and then review the update
classifications you can filter on.

5. Scroll all the way down to the bottom until you see the Automatic Approval Rules
section.

Easy-to-Read Tables

Take Note
Reader Aid

Step-by-step
Exercises

16 | Lesson 1

You a
‘Windows PE booable
media to complete the

6. Detach the virtual disk:
€\ diskp:
select vk filemc:\windons. hdx
detach vdis}
exit

7. Connect to a network share, create a directory, and copy the VHD file to the
share. The following command GED, a file share named
ITShares, and creates a CorpVHDs directory:

Net use i: \\GEO\ITShares
Md :\CorpyiDs
Copy c:\windows.vhd i:\CorpVDs

This vircual hard disk, with the Windows image included, can be copied to one or more sys-
tems to run as a virtusl machine or for native boot purposcs.

When creating an image for deployment o multiple computers, the image must be gen-
crlized. During this configuration pass, computer-specifc information is removed from
the Windows insalation, enabling you to caprure and reapply the Windows image to dif
ferent computers. For example, unique Securiy Idenifier (SID) and unique device drivers
are removed from the image.

INSTALL THE VHD WITH THE WINDOWS 8 ENTERPRISE IMAGE ON
A BIOS-BASED COMPUTER WITHOUT AN OPERATING SYSTEM

‘GET READY. To install the VHD with the Windows 8 Enterpri
computer without an operating system, seect a

image on a BIOS-based
arget computer that does not have an operating
system installed and then perform the following steps:
1. Boot into the computer using your Windows PE bootable media
2. Execute the Diskpart command clean the hard disk. This ensures no data i left
on the system from previous installations.
Diskp
select disk 0
Clean

Create 3 system partition:

Diskpart
create partition prinary size=300
format quick fs=ntfs
assign Tetters=s
active
4. Create a primary partition
Diskpart
create partition prinary
format quick fs=
assign Tetter=c

Copy the VHD to the target computer
Copy :\CorpVHDS\windows .vhd C:

www.wiley.com/college/microsoft or
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Screen Images

336 | Lesson 13

Figure 1316
Viewing th Loca Group Py
sttings for Windows Defender

© SCHEDULE A WINDOWS DEFENDER SCAN

(GET READY. To schedule a Windows Defender scan,log in with Administrative privilegs, and
perform the following steps:

. Press the Windows logo key + r and in the Run dialog box, type taskschd.msc.
. In the left pane, expand the Task Scheduler Library > Microsoft > Windows >
Windows Defender.

. Double-click the Windows Defender Scheduled Scan (see Figure 13-17).

©

Figure 13

Opening the Windows
Defender Scheduled Scan

268 Lesson 11

change ActiveSyne s a dlicnt synchronization protocol based on XML t
connect your mobile device to your Exchange mailbox.

€ enables you to

Exchang y pliant mobile devices
such as the Windows Phone, Apple iPhone, iPad, iPod, and Google Android phones. The
fearures available ith ActiveSync differ from device to device because it is up to the manu-
facturers to decermine what features they want to support ith the protocol. Exchange
ActiveSync works over HTTP and HTTPS (sce Figure 11-1), and supports offline access to
messages, contacts, and calendar information,

CERTIFICATION READY
Wanage Micosoft

Figure 111

Using Bxchange Activesync
over HTTPHTTPS.

Informative |
Diagrams =

E=y

Exchange ActiveSyne provides you with tools to contrl poliies and manage and secure your

Exchange Actesynes | ™ devics Hereae st fw of th sk you an prform with Eschange ActivSyne

enabled by default on « lssue remote wipe commands i case the mobile device i lostor stolen. A remote wipe
Exchange Server 2013, command clears sl corporate and user information that i sored on the device.

Ifyou have an Exchange o Specify the length and complesity of the password for the mobile devce (4-18 character
mailbox, you can sync alphanumeric passwords), device locking, and number of password attempts.

your mabile device

w + Reqire encryption on the mobile device andfor the devices removable storage card
- * Control which types of mobile devices/uscrs arc allowed to connect to your
Exchange Server

« Run, view, and export eports.

More Inforlmation Reader Aid

256 Lesson 10

Administation the Microsoft o
“RSAT for Windows 8.

€ ADD A PRINTER TO THE LOCAL PRINT SERVER
(GET READY. o ad  priner o the loclpine v, e th fllovin s

1. Log on to your domain controller with administrative privileges.

The following should be. The Server Manager starts automatically. If it does not start, go to the task bar
and click the Server Manager icor

. Click Tools > Print Management.

Expand the Print Servers node and locate the server on which you installed Print
and Dacument Services.

»

. Right-clck the server and then choose Add Printer (see Figure 10-8)

o vt L= lo

5. Select Add a new printer using an existing port: LPT1: (Printer Port) and then
click Next.

6. To accept the default settings, click Next

www.wiley.com/college/microsoft or
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56 Lesson 2

(ins) file i created and stored in the ZNS folder. f you need to make a change, you can run the
IEAK Wizard again, import th ins il by slccing the Advaneed button and type the path to
the ins e By defaule, hisis located in the eAbuidb<date>\INS\<or-versons\<language code>
folder. You can then make changes or additions o the package on the Feature Sclection sreen.
Afte the package i updated, it an be redeployed using Group Policy or SCCM.

To mainain Internet Exploter in Active Dircctory environments afte deployment, consider
using the new Internet Explorer 10 sctings in Group Policy:

L+ MORE]

an 150G " plore 10 e and contol
Intmet Bxplre bowsers the setings that he
Microsof webste and seaich or Group Poliy setings n Iernet Explore 10.

SKILL SUMMARY

£550N YOU LEARNED:

d

These VMs can
then be moved to production. Client Hyper-V enables you to avoid th costs of purchasing

extemal ntemal, and privats

between

The purpose behind the ACT 6.0 and how it can be used to not oly colec nventory

applcation compatiily

. Thep 19 App- ing. This

changes he " 9

The tool available to manage and deploy applications and updates. These tools include.
Group Policy,Windows Intune, and SCCM 2012. Group Polcy can b use o assign or
icati the

builda 012 p il e, but
inascur n plce o suport dep\wmm
history,
past antivirusresults, and URL reputation.
« The purpose.
tomize, disrbut d

feel actoss your org
or by using Group Policy or SCCM

Business Case Scenarios

36 Lesson 1

Click Create to formac the drive.

‘Windows To Go and selct it from the Resuls Li.

‘Connect a Windows To Go workspace drive to the host.

(optional) Selct Use BitLocker with my Windows To Go workspace and
then click Next.

Click the Windows image that appears or lick Add search location to locate
one. Click Next 0 continue,

Select the USB drive connected earler and then click Next

Click Yes o automarically boot fiom the USB drive when you resare the host.

3. Specify the correct order of the steps that must be completed to create a VHD boos file

using the Disk Management console.

Click Action > Create VHD.

In the File name fcld, cype a name for the VHD file and then clck Save.
In the Virmual hard disk format section, leave the defaule stting of Fixed size.
(recommended).
Click Browse to navigate to the folder where you want to store the VHD file.
Click Start and, in the Search fild, type Disk Management.
For the Virtual hard disk size seting, type 20, clck the drop-down arrow; and
then sclect GB.

__ ClickOK.

Business Case Scenarios

Scenario 1-1: Migrating Using ScanState and LoadState

After determining the information that necds to be migrated from a source computer, Ellor,
the network administrator for Contoso, creates a new config.xml file and runs the following
scanstate command to collect the information:

scanstate i g:config.xml /i:migdocs.xnl
/:migapp.xml /v:13 /1:scan.log

Aftersetting up the destination computr, he runs the LoadState command to migate the
files and settings from the source computr. Aficr loging of the machine and then back on,

certain the modifications i the config xml file were not entered incorrectly in the file

Scenario 1-2: Using Windows To Go

ot recivesacl from on of i support s thar Mary one of Conto'saccount manag:
e is a Windows To Go rom her home offce
You know she is unning a Windows 7 Profesional computer and has a USB drve tht i cerc
fied 10 work with Windows To Go. You ks sent  tech to her house st week to configure the
computer to boot from a USB drive when its present. What could be the problem?

Scenario 1-3: Testing Windows 8 on New Hardware

Elliot would like to install and test Windows 8 Enterprise on his existing Windows 7
Deofessional computer. He docs not want to create aa new pastition to hold the operating
ystem nor does he want to run Windows 8 Em:rpm: in a fully virtualized environment.
0 see how Windows 8 i his acrual hards
(P o o e i T
strategy would you recommend and v

www.wiley.com/college/microsoft or
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Knowledge
Assessment

B Windows8  Managing Hardware and Printers | 261

+ T
on
sener Manag« 5 deigned o manage oo e ol pr s
o Sl eeded t pri  view printers st printer

how to install

S E— Knowledge Assessment

Multiple Choice
Selct the correc ansue for each of the ollowing questions
Vit it 1t s
a. Print Management C
b. Device Manager
€. Activity Center
d. Rollback.exe

»

Driver signing ensures that the driver files provided for Windows 8 are compatible,
reliable, and function appropriately with the operaring system. What i responsible for
‘managing how unsigned drivers are handled?

a. Windows Hardware Quality Labs (WHQLs)

b. Network administrators

. Windows Device Quality Labs (WDQLs)

d. Windows Device Signature Labs (WDSLs)

@

Which of the following are opions for how the computer will respond when a user tries
o install device drivers that are not digitall signed? (Selectall that apply.)
Block

b. Ignore
. Wam

d. Alerc

-

When a device has been disabled, which of the following symbols appear?
a. Blue “I" on a white field

b. Red "X"

. Black exclamation point on a yellow field

d. Blue X"

. Which information can be synched on an untrusted PC? (Select all that apply:)
scrcen and your account picture
b. Local password, passwords used on websites via Internet Explorer
. Browser history, bookmarks, and favorites
d. App sectings

a

Which of the following are ways in which Syne Center synes your mobile devices and
e

P peer

€. Three-way

d. Two-way
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Conventions and Features

Used in This Book

This book uses particular fonts, symbols, and heading conventions to highlight important
information or to call your attention to special steps. For more information about the features
in each lesson, refer to the Illustrated Book Tour section.

CONVENTION MEANING

¥ This feature provides a brief summary of the material
THE BOTTOM LINE to be covered in the section that follows.
CERTIFICATION READY This feature signals the point in the text where a

specific certification objective is covered. It provides
you with a chance to check your understanding of that
particular exam objective and, if necessary, review the
section of the lesson where it is covered.

Reader aids appear in shaded boxes found in your text.
Take Note and More Information provide helpful hints
..m related to particular tasks or topics.
g Warning points out instances when error or misuse
could cause damage to the computer or network.
These X Ref notes provide pointers to information
discussed elsewhere in the textbook or describe

interesting features of Windows 8 that are not directly
addressed in the current topic or exercise.

A shared printer can be used by Key terms appear in bold italic.

many individuals on a network.

cd\windows\system32\ Commands that are to be typed are shown in a
ServerMigrationTools special font.

Click Install Now. Any button on the screen you are supposed to click on

or select will appear in blue.

www.wiley.com/college/microsoft or
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Instructor Support Program

The Microsoft Official Academic Course programs are accompanied by a rich array of
resources that incorporate the extensive textbook visuals to form a pedagogically cohesive
package. These resources provide all the materials instructors need to deploy and deliver their
courses. Resource information available at www.wiley.com/college/microsoft includes:

* DreamSpark Premium is designed to provide the easiest and most inexpensive developer
tools, products, and technologies available to faculty and students in labs, classrooms, and
on student PCs. A free three-year membership is available to qualified MOAC adopters.

Note: Windows 8 can be downloaded from DreamSpark Premium for use in this course.

¢ Instructor’s Guide. The Instructor’s Guide contains solutions to all the textbook
exercises as well as chapter summaries and lecture notes. The Instructor’s Guide and
Syllabi for various term lengths are available from the Instructor’s Book Companion site.

e Test Bank. The Test Bank contains hundreds of questions organized by lesson in
muldple-choice, best answer, build list, and essay formats and is available to download
from the Instructor’s Book Companion site. A complete answer key is provided.

* PowerPoint Presentations. A complete set of PowerPoint presentations is available on
the Instructor’s Book Companion site to enhance classroom presentations. Tailored to
the text’s topical coverage, these presentations are designed to convey key Windows 8
concepts addressed in the text.

* Available Textbook Figures. All figures from the text are on the Instructor’s Book
Companion site. By using these visuals in class discussions, you can help focus students’
attention on key elements of Windows 8 and help them understand how to use it
effectively in the workplace.

* MOAC Labs Online. MOAC Labs Online is a cloud-based environment that enables
students to conduct exercises using real Microsoft products. These are not simulations
but instead are live virtual machines where faculty and students can perform any
activities they would on a local virtual machine. MOAC Labs Online relieves the need
for local setup, configuration, and most troubleshooting tasks. This represents an
opportunity to lower costs, eliminate the hassle of lab setup, and support and improve
student access and portability. Contact your Wiley rep about including MOAC Labs
Online with your course offering.

* Lab Answer Keys. Answer keys for review questions found in the lab manuals and
MOAC Labs Online are available on the Instructor’s Book Companion site.

* Lab Worksheets. The review questions found in the lab manuals and MOAC Labs
Online are gathered in Microsoft Word documents for students to use. These are
available on the Instructor’s Book Companion site.

* Sharing with Fellow Faculty Members. When it comes to improving the classroom
experience, there is no better source of ideas and inspiration than your colleagues
teaching the same material. The Wiley Faculty Network connects teachers with

Wiley Faculty Network technology, facilitates the exchange of best practices, and helps to enhance instructional
efficiency and effectiveness. Faculty Network activities include technology training and
tutorials, virtual seminars, peer-to-peer exchanges of experiences and ideas, personal
consulting, and sharing of resources. For details visit www. WhereFacultyConnect.com.
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Instructor Support Program

DREAMSPARK PREMIUM—FREE 3-YEAR MEMBERSHIP
AVAILABLE TO QUALIFIED ADOPTERS!

DreamSpark Premium is designed to provide the easiest and most inexpensive way for
schools to make the latest Microsoft developer tools, products, and technologies available
in labs, classrooms, and on student PCs. DreamSpark Premium is an annual membership
program for departments teaching Science, Technology, Engineering, and Mathematics
(STEM) courses. The membership provides a complete solution to keep academic labs,
faculty, and students on the leading edge of technology.

Software available through the DreamSpark Premium program is provided at no charge
to adopting departments through the Wiley and Microsoft publishing partnership.

Contact your Wiley rep for details.

For more information about the DreamSpark Premium program, go to Microsoft’s
DreamSpark website.

Note: Windows 8 can be downloaded from DreamSpark Premium for use by students in
this course.

= |mportant Web Addresses and Phone Numbers

To locate the Wiley Higher Education Rep in your area, go to http://www.wiley.com/college
and click on the “Conzact Us” link at the top of the page, or call the MOAC Toll Free
Number: 1 + (888) 764-7001 (U.S. & Canada only).

To learn more about becoming a Microsoft Certified Solutions Associate and exam
availability, visit Microsoft’s Training & Certification website.
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Book Companion Web Site (www.wiley.com/college/microsoft)

The students’ book companion site for the MOAC series includes any resources, exercise files,
and web links that will be used in conjunction with this course.

Wiley E-Text: Powered by VitalSource

Wiley E-Texts: Powered by VitalSource, are innovative, electronic versions of printed textbooks.
Students can buy Wiley E-Texts for around 50% off the U.S. price of the printed text and get
the added value of permanence and portability. Wiley E-Texts provide students with
numerous additional benefits that are not available with other e-text solutions.

Wiley E-Texts are NOT subscriptions; students download the Wiley E-Text to their computer
desktops. Students own the content they buy to keep for as long as they want. Once a Wiley
E-Text is downloaded to the computer desktop, students have instant access to all of the
content without being online. Students can also print the sections they prefer to read in hard
copy. Students also have access to fully integrated resources within their Wiley E-Text. From
highlighting their e-text to taking and sharing notes, students can easily personalize their
Wiley E-Text as they are reading or following along in class.

Microsoft Software

Various Microsoft software is available through a DreamSpark student membership.
DreamSpark is a Microsoft program that provides students with free access to Microsoft
software for learning, teaching, and research purposes. Students can download full
versions of Microsoft software at no cost by visiting Microsoft’s DreamSpark

website.

= Microsoft Certification

Microsoft Certification has many benefits and enables you to keep your skills relevant,
applicable, and competitive. In addition, Microsoft Certification is an industry standard that
is recognized worldwide—which helps open doors to potential job opportunities. After you
earn your Microsoft Certification, you have access to a number of benefits, which can be
found on the Microsoft Certified Professional member site.

Microsoft Learning has reinvented the Microsoft Certification Program by building cloud-
related skills validation into the industry’s most recognized certification program. Microsoft
Certified Solutions Expert (MCSE) and Microsoft Certified Solutions Developer (MCSD) are
Microsoft’s flagship certifications for professionals who want to lead their IT organization’s
journey to the cloud. These certifications recognize I'T professionals with broad and deep skill
sets across Microsoft solutions. The Microsoft Certified Solutions Associate (MCSA) is the
certification for aspiring I'T professionals. These new certifications integrate cloud-related and
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Student Support Program

on-premise skills validation in order to support organizations and recognize individuals who
have the skills required to be productive using Microsoft technologies.

On-premise or in the cloud, Microsoft training and certification empowers technology
professionals to expand their skills and gain knowledge directly from the source. Securing
these essential skills will allow you to grow your career and make yourself indispensable as
the industry shifts to the cloud. Cloud computing ultimately enables IT to focus on more
mission-critical activities, raising the bar of required expertise for I'T professionals and
developers. These reinvented certifications test on a deeper set of skills that map to
real-world business context. Rather than testing only on a feature of a technology,
Microsoft Certifications now validate more advanced skills and a deeper understanding of
the platform.

Microsoft Certified Solutions Associate (MCSA)

The Microsoft Certified Solutions Associate (MCSA) certification is for students preparing
to get their first jobs in Microsoft technology. Whether in the cloud or on-premise, this
certification validates the core platform skills needed in an IT environment. Earning an
MCSA: Windows 8 certification will qualify you for a position as a computer support
specialist.

The MCSA Windows 8 certification shows that you have the primary set of Windows 8
skills that are relevant across multiple solution areas in a business environment.
Candidates for the 70-688 exam will show their knowledge in configuring and
supporting Windows 8 computers, devices, users, and associated network and security
resources. These networks are configured as a domain-based or peer-to-peer environment
with access to the Internet and cloud services. This exam will validate the skills necessary
to administer Windows 8-based computers and devices as a portion of broader technical
responsibilities.

If you are a student new to I'T who may not yet be ready for MCSA, the Microsoft
Technology Associate (MTA) certification is an optional starting point that may be available
through your school.

You can learn more about the MCSA certification at the Microsoft Training & Certification
website.

Preparing to Take an Exam

Unless you are a very experienced user, you will need to use test preparation materials to
prepare to complete the test correctly and within the time allowed. The Microsoft Official
Academic Course series is designed to prepare you with a strong knowledge of all exam topics,
and with some additional review and practice on your own, you should feel confident in your
ability to pass the appropriate exam.

After you decide which exam to take, review the list of objectives for the exam. You can easily
identify tasks that are included in the objective list by locating the exam objective overview at
the start of each lesson and the Certification Ready sidebars in the margin of the lessons in

this book.
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To register for the 70-688 exam, visit Microsoft Training & Certifications Registration
webpage for directions on how to register with Prometric, the company that delivers the
MCSA exams. Keep in mind these important items about the testing procedure:

*  What to expect. Microsoft Certification testing labs typically have multiple
workstations, which may or may not be occupied by other candidates. Test center
administrators strive to provide a quiet and comfortable environment for all test takers.

e Plan to arrive early. It is recommended that you arrive at the test center at least 30
minutes before the test is scheduled to begin.

* Bring your identification. To take your exam, you must bring the identification (ID)
that was specified when you registered for the exam. If you are unclear about which
forms of ID are required, contact the exam sponsor identified in your registration
information. Although requirements vary, you typically must show two valid forms of
ID, one with a photo, both with your signature.

* Leave personal items at home. The only item allowed into the testing area is your
identification, so leave any backpacks, laptops, briefcases, and other personal items at
home. If you have items that cannot be left behind (such as purses), the testing center
might have small lockers available for use.

* Nondisclosure agreement. At the testing center, Microsoft requires that you accept the
terms of a nondisclosure agreement (NDA) and complete a brief demographic survey
before taking your certification exam.
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Designing an LESSON
Operating System
Installation Strategy

70-688 EXAM OBJECTIVE

Objective 1.1 — Design an operating system installation strategy. This objective may include but is not limited to
the following design considerations: Windows To Go; operating system virtualization; native VHD boot; multi-boot;
upgrade vs. migration.

LEssoN HEADING ExAm OBJECTIVE

Creating a Windows To Go Workspace Windows To Go
Creating and Deploying a Windows To Go Workspace Drive
Booting into a Windows To Go Workspace

Virtualizing Operating Systems Operating system virtualization
Exploring Operating System Virtualization
Exploring User State Virtualization
Exploring Application Virtualization (App-V)

Configuring a Native VHD Boot File Native VHD boot
Understanding VHD Formats

Installing Windows 8 on a VHD with an Operating
System Present

Using BCDEdit and BDCBoot
Configuring a Multi-Boot System Multi-boot
Setting Up a Multi-Boot System
Upgrading Versus Migrating to Windows 8 Upgrade vs. migration
Exploring the Application Compatibility Toolkit (ACT)
Exploring the User State Migration Tool (USMT)
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ACT Log Processing Service (LPS)
ACT database
ACT LPS share

Application Compatibility Manager
(ACM)

Application Compatibility Toolkit
(ACT), 6.0

Application Virtualization (App-V)

Boot Configuration Data (BCD)
store

BCDboot (bcdboot.exe)

BCD Editor (bcdedit.exe) or
bcdedit

BitLocker To Go
Client Hyper-V

Deployment Image Services and
Management (DISM)

Disk Management console
(diskmgmt.msc)

Diskpart

Dynamically Expanding
Fixed Size

Group Policy Object (GPO)

Group Policy Management console
(gpmc.msc)

guest operating system

-

hardlink folder

Hyper-V

hypervisor (or virtual machine
manager)

inventory-collector package

Microsoft Compatibility
Exchange

Microsoft Desktop
Optimization Pack
(MDOP)

Microsoft Enterprise Desktop
Virtualization (MED-V)

MED-V workspace
multi-boot (dual boot)
native VHD boot

operating system
virtualization

personal virtual desktop

RD Connection Broker servers
RD Gateway servers

RD Licensing servers

RD Session Host servers

RD Web Access servers
RemoteApps

Remote Desktop Protocol
(RDP)

Remote Desktop Services
(RDS)

runtime-analysis package
session virtualization

thin client

User State Virtualization (USV)

User State Migration Tool
(USMT) 5.0

User Experience Virtualization
(UE-V)

virtual hard disk (VHD)
virtual machine

virtual machine manager (or
hypervisor)

VHD format
VHDX format

Virtual Desktop Infrastructure
(vDI)

virtual desktop pool
Windows Easy Transfer

Windows 8
Pre-installation
Environment (PE) disk

Windows To Go workspace

Workspace to Go Creator
(pwcreator.exe)

Creating A Windows To Go Workspace

Windows To Go is a feature available with Windows 8 Enterprise clients that allows you
to boot a full version of Windows 8 Enterprise from an external USB drive on a host

CERTIFICATION READY

Windows to Go
Objective 1.1

computer.

Windows To Go is a feature in Windows 8 Enterprise edition that allows you to create a
Windows To Go workspace on an external USB 3.0 drive. This enables your users to boot a

full version of Windows 8 from removable media. The drive uses the same image installed on
a corporate desktop and laptop; therefore, you can manage them in the same manner and use
the same tools. The drive itself must be connected to a host computer running on a Windows
7 or later certified operating system to function.
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Creating and Deploying a Windows To Go Workspace Drive

You can create a Windows to Go workspace drive for employees working from home,
contractors on temporary assignment and for employees who travel between sites and
need access to corporate resources and applications. This provides them with mobility
while also allowing you to manage the devices as part of your corporate policies.

The Workspace to Go Creator (pwcreator.exe) is used to create Windows To Go workspaces.
You can also use a USB duplicator product but that will require you to duplicate the drive
before it is booted and initialized.

To create a Windows To Go workspace, you will need:

e A USB drive that supports Windows To Go (32GB or larger).
* A computer running Windows 8 Enterprise edition.

* A Windows 8 Enterprise ISO, Windows 8 Enterprise installation media, or a corporate
Windows image (.wim) created from Windows 8 Enterprise media.

* Local administrator access on the computer.
To protect the drive in case it is lost or stolen, you have the option to configure BitLocker

To Go during the setup of the workspace. BitLocker To Go allows you to encrypt a
removable drive and restrict access with a password or a smart card.

Once your removable drive is setup, you can deploy the Windows To Go workspace
centrally or by allowing individual users to create their own workspaces. Central
management and deployment requires System Center Configuration Manager 2012 Service
Pack 1.

O CREATE A WINDOWS TO GO WORKSPACE

GET READY. To create a Windows to Go workspace, log on as an administrator to a computer
running Windows 8 Enterprise edition and then perform the following steps:

Connect a Windows To Go USB certified device to the host.

Press the Windows logo key + w.

Type Windows To Go and then select it from the Results list.

Select the USB drive you connected earlier and then click Next.

Ok ON=

Click the Windows image that appears or click Add search location to locate one.
Click Next to continue.

o

Click Create to format the drive.

(Optional) Select the Use BitLocker with my Windows To Go workspace checkbox
and then type a password. Click Next.

-

Enabling BitLocker on the Windows To Go workspace will protect the drive if it is lost
TAKE NOTE or stolen. Using this feature will require you to type a password each time you use the
workspace.

®

Click Create to setup the Windows To Go workspace.

9. Click Yes to automatically boot from the USB drive when you restart the host
or click No if you want to change the PC’s firmware settings to use the
workspace.
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Figure 1-1

Selecting the Windows To Go
Startup Option 22, Do you want to automatically boot your PC from a Windows To Go
workspace?

What's the right option for me?
@ Yes

Some drives can harm your PC. Make sure to insert only the USB drive that contains
your workspace before you boot your PC.

() No

You might need to change your PC's firmware settings to use the workspace.

_@Save changes Cancel

If you click Yes, your computer will automatically boot to the Windows To Go workspace
every time a USB drive is detected. If you click No, you will need to change startup options
in your computer’s firmware. You do this by entering your firmware setup using the appropri-
ate function key for your specific type of BIOS. This is usually the F12 key but you may need
to check the manufacturer’s website to determine the appropriate key.

If you decide to modify this setting later or want to use the Windows To Go workspace
drive on another computer and need to make sure it is configured appropriately, access the
Windows To Go control panel using the steps in the following exercise.

O CHANGE WINDOWS TO GO STARTUP OPTIONS
GET READY. To change Windows to Go startup options, perform the following steps:

1. Log in to your Windows 8 client device with administrative privileges.

Press the Windows log key + r.

In the Run dialog box, type control panel.

Click the Hardware and Sound category.

In the Devices and Printers category, click Change Windows To Go startup options.

Click Yes to automatically boot from an attached USB drive or click No to
configure the settings manually.

o a kN

Booting into a Windows To Go Workspace

To take full advantage of the Windows To Go Workspace, you need to have a good
understanding of what the requirements for the host computer are and the resources that
can and cannot be accessed on the host.

When deciding on the host to use for a Windows To Go workspace drive, you should make
sure it has been certified for use with Windows 7 or Windows 8.



Table 1-1

Hardware Requirements for
Windows To Go Workspace
Hosts

Table 1-2

Windows To Go compatibility
with Host firmware and
processor types
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Table 1-1 lists the hardware requirements for Windows To Go workspace hosts.

HARDWARE REQUIREMENT

Firmware Must support booting from USB.

Processor architecture Must support the image on the Windows To Go drive.

External USB hubs USB hubs are not supported; you must connect the drive
directly to the host computer.

Processor 1 Ghz or faster.

Memory 2 GB or greater.

Graphics DirectX 9 graphics device with a WDDM 1.2 or greater driver.

USB ports USB 2.0 or greater. Using a USB 3.0 port will result in

increased performance in both drive provisioning and when the
drive is used as a workspace.

In addition to the information listed Table 1-1, the Windows To Go image on the USB drive
must be compatible with the processor architecture and the firmware on the host PC.

Table 1-2 lists the processor/firmware types and Windows To Go image requirements for
Windows To Go workspace hosts.

Winbows To Go IMAGE

Host PC FIRMWARE Host PROCESSOR THAT CAN BE USED
32-bit Legacy BIOS 32-bit 32-bit image only
64-bit Legacy BIOS 64-bit

32-bit UEFI BIOS 32-bit 32-bit image only
64-bit UEFI BIOS 64-bit 64-bit image only

Once you have identified a suitable host for your Windows To Go workspace drive, insert
the drive and power on the computer. If you configured a BitLocker to Go password, you
will need to enter it before you can access the drive. The first time you boot a host from the
Windows To Go workspace, it will scan for hardware devices and then install the appropriate
drivers. The information it finds is cached; therefore, the next time you boot from the same
computer the process will be faster because drivers are loaded automatically. Windows To Go
workspace operates just like any other installation of Windows but there are a few differences
you will need to be aware of.

Once you log in, you will notice the internal disks on the host system are offline to protect
against accidental exposure of data. If you insert the USB drive into a system that is already
running, you will also notice that it will not be listed in File Explorer. The Hibernate feature
is disabled to prevent data corruption during roaming and the Windows Store is disabled by
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default. The Windows Store application is disabled because applications licensed through the
store are linked to your hardware.

MANAGING WINDOWS TO GO WORKSPACES USING GROUP POLICY

A Group Policy Object (GPO) that controls the behavior of Windows To Go workspaces
can be created and managed at the enterprise level using the Group Policy Management con-
sole (gpme.msc) and Active Directory. A GPO is a collection of settings that determine how
the system for a group of users and/or computers will function. The GPO is then associated
with Active Directory containers such as sites, domains, or organizational units.

The settings that are applicable to Windows To Go workspace can be found in the following
section of a GPO:

Computer Configuration\Policies\Administrative Templates\Windows Components\Portable
Operating System

o Allow hibernate (S4) when starting from a Windows To Go workspace: Specifies whether
the PC can go into hibernation mode when started from a Windows To Go workspace.

* Windows To Go Default Startup Options: This policy controls whether the PC will boot
to Windows To Go if a USB device containing a Windows To Go workspace is con-
nected and also controls whether users can make changes to the startup options in the
Windows To Go Startup Options Control Panel.

* Disallow standby sleep states (S1-S3) when starting from a Windows 1o Go workspace:
Determines if the PC can use standby sleep states (S1-S3) when starting from a
Windows To Go workspace. S1 through S4 are sleeping states. When your Windows 8
client computer is in one of these states it is not performing computational tasks and
will appear to be off. With each successive sleep state (S1-S4), more of the computer is
shut down.

The Windows Store application is disabled by default when booting into a Windows 8 client
computer using a Windows To Go workspace. You should enable this policy setting when the
workspace will only be used with a single Windows 8 compucer.

Virtualizing Operating Systems

Developing a strategy to virtualize your desktops, isolate legacy applications and maintain
user settings and data will require that you have a good understanding of the tools
provided along with their capabilities.

Microsoft solutions in the area of desktop virtualization are designed to allow you to access
your applications and Windows environment from anywhere while at the same time, keeping
your personal settings when changing to another device. Desktop virtualization focuses on
three key deployment models:

® Operating system virtualization (VDI, Client Hyper V, and MED-V)

o Application virtualization (App-V and Remote App)

e User State virtualization (UE-V)
Operating system virtualization is designed to provide your users with the ability to use a
single computer to run one or more virtual operating systems. These virtual operating systems
can be delivered locally or from a centralized data center. Application virtualization (App-

V) provides your users with the ability to run applications side-by-side that would normally
cause conflicts or run multiple versions of the same application on the same computer. It also



CERTIFICATION READY

Operating system
virtualization
Objective 1.1

== Windows 8  Designing an Operating System Installation Strategy | 7

provides end users with access to virtually any application anywhere without having to install
the application directly on their computers. User State virtualization (UE-V) allows your
user’s data and personal settings to follow them as they login to Windows 7 and Windows 8
client computers.

Exploring Operating System Virtualization

When determining the appropriate strategy to use for virtualizing your operating systems,
you will need to take into consideration hardware, bandwidth, network latency, and costs.
You will also need to determine if you want your users to be able to customize their per-
sonal desktops and how you will handle application incompatibility issues when moving
to Windows 8.

When it comes to operating system virtualization, Microsoft categorizes operating system
virtualization according to Virtual Desktop Infrastructure (VDI), Session Virtualization, and
Microsoft Enterprise Desktop Virtualization (MED-V).

VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Virtual Desktop Infrastructure (VDI) is desktop delivery model that allows users to access
centrally managed desktops running in a data center.

With VDI, the user has access to a virtualized instance of a client operating system such as
Windows 8 that is running on a back-end server instead of on the user’s computer. VDI can
be deployed by in the form of a personal virtual desktop (PVD) or a virtual desktop pool
(VDP). In a PVD deployment, each of your users, within Active Directory, will be assigned
their own dedicated virtual desktop. The user can customize this desktop and it is for their
exclusive use. The means there is a one-to-one relationship between VDI users and PVDs

on server running Hyper-V. PVDs can be managed using the same tools used for physical
computers and users can have full administrative control over their PVD. In a VDP deploy-
ment, users share a pool of virtual desktops that identical in configuration. These are located
on servers running Hyper-V in a data center. VDP are dynamically assigned from the pool to
users when they log on. Since all of these virtual desktops are the same, the user will see the
same desktop regardless of which one they use. When they log off, the virtual desktop is reset
to its original state. This represents a many-to-one relationship between VDI users and virtual
desktops.

VDI works by virtualizing an entire desktop environment (operating system, user data and
applications) on a server that can be accessed by multiple users. VDI then presents the user
interface to users’ devices by using the Remote Desktop Protocol (RDP). RDP is a set of
rules that specify how the image on the screen of one computer is encoded and sent over a
network connection to be displayed on another. The protocol also encrypts data being sent
across the connection and increases performance over slow or unreliable connections by only
sending data when something on the screen changes.

When combined with App-V and User State Virtualization (USV), users can connect to any
available VDI session and access the applications, files, and folders they need while still main-
taining their familiar desktop settings.

The typical components of an enterprise VDI include the following:

e A Windows Server running the Hyper-V role. Hyper-V is a role that provides the tools
and services needed to create virtual machines which run multiple operating systems that
are isolated from each other on a single physical server.

* A library/repository that contains the virtual machines, the virtual hard disks (VHD),
and the hardware and software profiles. A virtual hard disk is an image format that
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allows you to encapsulate the hard disk into an individual file for use by the operating
system as a virtual disk.

* A vehicle to deploy applications (App-V) based on user profiles. App-V provides access
to applications from any device without the need to install or configure the application
on the local device.

* A tool to help manage the VDI, such as Microsoft Desktop Optimization Pack
(MDOP). MDOQORP is a suite of monitoring, perform emergency recovery, application and
desktop virtualization tools.

* The Remote Desktop Services (RDS). Remote Desktop Services (RDS), formerly
known as Terminal Services, allow a Windows 2008/2012 server to host multiple, simul-
taneous client sessions.

The are several advantages to implementing the VDI model:

* It allows your users to access the virtual desktop environment from several different
devices such as a desktop PC, a laptop, or a thin client. A thin client is a computer that
relies heavily on another computer to process data, save files and in itself does not per-
form the tasks normally handled by a computer.

e If the device the user is working on fails, the desktop will continue to run and the user
can reconnect from another device providing business continuity.

* The virtual desktops are maintained on a server in the central data center instead of on
each of your users’ computers providing enhanced security and centralized backup capa-
bilities.

Although there are several advantages to designing and implementing a VDI strategy, you will
need to keep in mind the cost of the high-end hardware needed to build the infrastructure,
the bandwidth (capacity of connection) available and network latency (time it takes for the
packets to traverse WAN links). If you have slow WAN links to branch offices and/or a large
number of mobile workers, VDI may not be the solution for your organization. In that case,
you might want to consider session virtualization as an alternate strategy.

SESSION VIRTUALIZATION

With session virtualization, your users can access individual applications (RemoteApps) or
entire desktops (remote desktops or “sessions”). RemoteApps are programs that are accessed
through Remote Desktop Services (RDS) and appear as if they are running on the client’s local
computer. RemoteApps removes the need to deliver the entire desktop to the remote system in
order to launch an application. Instead, you can launch individual applications from your local
computer. Each application will appear in its own window just like a locally running applica-
tion would. You can also run RemoteApps side by side with local apps; they can be integrated
into the Start menu to make it easier for your users to find them. These resources (applica-
tions/remote desktops) are running on a server located in a central data center.

The typical components of a session-based deployment include the following:

* RD Session Host servers: Servers running this role host RemoteApp programs or
session-based desktops. Users connect a RD Session Host server to run programs, save
their files and use other resources on those servers.

* RD Licensing servers: Servers running this role manage the licenses required to connect
ot the RD Session Host server or a virtual desktop.

* RD Connection Broker servers: Servers running this role are used to distribute the
load across multiple RD Session Host servers and allow users to reconnect to their
RemoteApp programs, session-based desktops, and virtual desktops.

* RD Gateway servers: Servers running this role allow authorized users connecting from
the Internet to gain access to their virtual desktops, RemoteApp programs, and session-
based desktops located on the internal network.
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® RD Web Access servers: Servers running this role provide the ability for users to access
RemoteApp and desktop connection through the Start menu on Windows 7/8 or
through a web browser. Both RemoteApp and Desktop Connection provide a custom
view of the RemoteApp programs and session-based desktops.

Compared to VDI, session-based virtualization requires fewer resources to implement and is
lower in cost to implement. It does not allow users to personalize their environments and in
most implementations does not allow users to install their own applications.

MICROSOFT ENTERPRISE DESKTOP VIRTUALIZATION (MED-V)

Microsoft Enterprise Desktop Virtualization (MED-V), another desktop delivery model,

is designed to remove barriers from upgrading to a newer version of the Windows operating
system due to incompatible or legacy applications. By creating a virtual environment called a
MED-V workspace you can run a legacy application that has not been supported or tested on
Windows 8. A MED-V workspace is the desktop environment your user interacts with and
consists of both an image and a policy which defines the rules and how the workspace func-
tions. From an administrator perspective, using a MED-V workspace will allow you to move
forward with a rollout of Windows 8 instead of getting sidetracked addressing application-
compatibility issues.

For example, if you have a user who needs to run an earlier version of an application that is
not supported on Windows 8, you can use MED-V to deploy the earlier version as part of a
virtual image. The user will then have two copies of the application running simultaneously
on her Windows 8 client computer. The current version runs on her host computer and

the legacy version runs in the MED-V workspace. To the user, it will appear as if both are
running on the local computer. She accesses the legacy application from the desktop of the
virtual desktop or by using an application window that is integrated into the local desktop of
their host computer.

The typical components of Med-V include:

* MED-V Management Server associates virtual images (located in the Image Repository)
with administrator usage policies to Active Directory users and groups. It also stores
event information for reporting and monitoring purposes.

* MED-V Management console is used by administrators to control the management
server and the image repository.

* MED-V Image Repository stores the virtual images on a standard Internet Information
Server (IIS) and handles virtual image version management and requests from authenti-
cated MED-V clients for images.

* MED-V Client allows you to start, stop and lock virtual machines and runs seamlessly
on the desktop, making applications appear as if they are running on the local desktop’s
operating system.

With the MED-V client installed on a desktop computer, the user connects to the MED-V
Management Server. The MED-V Management Server queries Active Directory for security
settings and access control information. Once approved, the client retrieves the MED-V
workspace image from the MED-V Image Repository server.

Administrators use the MED-V Management console to connect to the Management Server
where they can update policies; create, manage, and update virtual machines; and provision
workspaces to users. The image delivered to the client uses a seamless mode to present the
application to the user.

HYPER-V AND CLIENT HYPER-V

The Hyper-V role in Windows Server 2012 provides you with the tools needed to cre-
ate a virtualized environment. By virtualizing hardware, you can create and manage virtual



